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(54) VIRUS PROTECTION SYSTEM 

(57) Abstract: 

PURPOSE: To realize a virus protection system 
estimating the range of virus infection and restoring an 
infected program. 

CONSTITUTION: A file change is performed without 
damaging an existing file by the version control with a 
version control means 4. Thus, the version for which a 
change is added due to a vims infection, etc, is 
deleted any time and the previous siate can be restored. 
By using the dependence of files between clients 
controlled by a dependence holding means 3 and the 
history of the file access, a file having the 
possibility of the virus infection can be alarmed to a 
system controller without fail. The version infected 
with virus is deleted without fail since the version is 
restored based on the inspection result. Thus, virus 
infection can be completely protected. 
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1 

wmm 1 (ommmrcmE ^ nr c ^ ^ :7 r ^ -fe x 

x (OfS f?P^{f &c g£ -o r t^^MfKD :7 T ^ 1/ :rd J: D^" ^ 5^ 
^ ^ Y r > h h(or ^-^ x^>j<^sttl5(€>^*^ft^ 

CCDg^CcS^-oT:-7T^;l'Ti7'feX^tf T ^ 

miiW-/^Oc. -7t ^ ;U^M(#A. pjiM. Ml^r) 
U'yCtm<yr^)\y^W.^mMr^tti:>^c. 

^^tj: £^^^cC X r Al^Il^g^c r 
^CMW b . T-i£:^g i ^'cC o /c ^^'^ i7 H > - zy b >^I1 

i^x 7^ A^^l^5^5|?^;^f84g„^@(7:)}§^^^ ^ ^ ^ r > 
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^ Wf ^ C <!: =^ #m tt'^ 2 mm<D X 

[0 0 0 1] 
[0 0 0 2 ] 

C) ' 7-^X'r~-v'3> (WS) (Dai^I^b^-^^:' h'7- 
^^»j<Dii^tC J: ^ . -7 T ^7 ^ ^ T > F /'it - 

"^^Sr^i^Wf ^i^Xf'AT^J^lix.Tl^^o CO^'Xt'A 

-7 T ^Hx ^-^mcrj:. I ^ ^^(D/jN§yit#« ( -f r > 
h) 16-l-Ni, Am(D'7 T ^^b^fSf^-^-^^^iefe© 

( 1 -otmxi^^x^) -Amwmm (-^j--^^) 1 5 

ctitxm^(DnwmxmmLximLxiyrcy r )v 
itjmf^cm^mmx^. ^^^t> h^^^t^or ^ 

y T Y ;U ^ 3 e - U X m)} ^ # ^ SW^^tj: ^ 6 . 

[0 0 0 3 ] ^/C. J^ia. PC^C|3.[:^iC'^> Y ^l-XiP^^^ 

n^nmmmm'^m c f 7^*^ ^^-^ a^c j: ^mm:^o^^ ^ 

tm^^tiXi^^h. COy'U^^'yAiit. "f^^mM^tifc 

mm^^crj: ^ tnmmiH<Dy r ^ }v^m^Lfc^os com 

y' ui^^^j^ ^mm VfcK^'r^^<DX\ -/ n a 

'posm^m^Lxmcoyaif^McBmr^mm^'m 

->Xl^^. ^ -i ;bxocM^L'/c-7-n^/^A^||tf-r^ 

i:-r. ffeCD-7'Ui/'^ACc:^C' ^ ^t-x^^^^-ti^/c 
at*. »^ ^ )\^yy'u^''yMt^cDWcWmt^hT^^y^m 
fx±y r Y il^/r Y U ^ F y ^p^. ^ -r ^L'XOJ^g^Rj 
tg4^:7°a ^7'5 A-^^ Y it'X^^U/c"/n>7-^ 7^;|:;tg;|ftpJ 

y A m L r ^ ^ X :7' p ^ A m^^'^hA.X 

t^hm^mi^M . ^ )\^ymmijfcy'vii^^'yK^^m^] 

y'xj if^ A^tf^ftjiJiaiT^ O S fe^ Y ^l/X i7-'-=7 A 
[ 0 0 0 4 ] cn^r^s:. yxx-j\i- - yr a ^^^^^(Dm. 

\t^f\hx^ ^ )\^'Ammthm^i^^^fm^x. mm 
mDmmMtmitmt -^^^x^ux^^y^u^^yK^mii. 

^A>^^-tTL/cf+#moaR5ti/c„ i7^ Yr> 

V Z-^- ^~^T^^(Oiy7.f I^X\X. zL-^^'COy r Y ^U^^f 
^X-^f- ^^(^mWl^tlX^^ . ^'y'y ATly F^>6^n 

6iCT^"fex~c^^^^^7;)5*^„ J:ot:. ^^'Yr>F 



3 

■^y- ^ s 6 n r c ^ ^ T ^ -te X ti::^^^ i o rpigi,^,cc o 

[0 0 0 5] T> F/t^-'-^^'v'XT A^CteCt^. 

-7T -Y;Ht--^^^2 O.J:^-^Yr>h2 5(Dt»l3<;^ll 1 3 

Y;l'ff.f#^K2 47t):^6ttia^n^„ 
^^r> h 2 5i^. - f^n^L^^hV y A )\^^'SlMt't 
^j£^ffl-:7'n^'~^A2 6 cb. 5IS^^-f T> h 2 5^fgo 
r 0 ^ ^ - -^orn^^iJ-P ^ fSJ^T ^ -ix -if- iJT-f^.f^^lS 

A!t^iM0tJBt-~^*^fi^l52 8:^^6«l5^5n^. ;^j:::|b\ 
a- -tfmj^liJTSf^^lS 2 7 l^<7)iS^^iJ^^^. ^ A T> K 
2 5;0^!t-^-^2 ^^mmmmW. (n^^Y>^-7^>F) 

^ I \ xE^IO a --^ 1f T; ^ ^ C. <t ^ Hilt U Tl ^ ^ . 

^7^^r> hcDj;OT-7°ai7^^A2 650^. "7 r 

[0 0 0 7 ] f^-/^'2 OfPJJrt^t. C.C7>^3}c^^*^ft^ 

A}\yr'j'^:^^m2 3iit. ^-rmM^^ntcy r A)\y(or 
^ -fe xutt^ T 2 4 t??^ 6I5( 0 ai b . T 

•fe X ffl^^ij . a - t^liS ;^iJT- i i k:: r te x tt^^S^^S 2 
2^c3^^. Ti^4-xtg^^S^f^2 2r^^. mii^j^nri^ 
fcT i7-te,xM4^^?WU. CCD-^ T t^l^^fJT 
(7):x - -tf U T T X ai|IJ(0 T ^ X ^ nr C ^ 

y T A}i'm^^fk2 A\H(Oy r A}V^<Dy r AMCli^\\y 
[0 0 0 8 ] ccr\ i£:vii-7'P ^'•:7A2 6:0^^^ ;bx^c 
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4 

L T t. ^ 6 tl^- # X. ^ . I^T^I^ P A ^^tf T 5 

Y;L'«ir ^^42XS]^fJ^}gSUTT^-feX^^ 
*i^"ff 2 8 (CGx. ^5]<i^ff #|S 2 8^^. :2 1f 
i^SiJ^^ f*J#^ 1^ 2 7 Jg-a ^ ^ 7' > F ^ffi o T l ^ ^ 
a - -ff CD a fi^fj !j-7 ^-fc ^> tti 0 T . T -fe X ^iR,^ f p 
/SLTt^'-^^■2 OCC^^, 
[0 0 0 9 ] Oinjjr^^. C(?>^*^g>J<^ff^ 

10 m2 it^^mi^. -7 T -f ^i^r ^'■fex^©2 3--ex 
or. T ^7 -fe X mi^i'P -nmn-f tti:>r x^^^ 

^IS22^C^^. Ti^-feXt*^^fa2 2ri.t. tSJft^tl 
Tl-^/cT XJltt^rj?WL. C(Oy r A ^b^D^a-lfiil 

T^*feX^|^2 3t^-7 r A )Vmnm^2 4\^(Dy r A )V 

^ci^fUTT ^-tex^ff9o J:":>r. Sa-^/7!?^r ^-fex 

^oclil 6 ti /c 4> cocc i^^-^" 5 c cb J: D . -^-^^ \H<D'K 
%m<r>yy H^Jl^^C^^T i^-te.Xt^S^|R2 2^^6r i'-fe-X 

[0010] \iX}L(DX^hc. •t^-/^^lmj:-ri-1fi^^^IJT 
iT^'4^ xiit4^ffii^T:-7 T -f ^L-^-c^r ^ fex^mu 

tir 5 -7-p ACc 

0^ cfc -^r. -7 T Y>'l'^<DT^''feXti77^^fflt^T. ^ 
30 r ^WX-^'P^?'^ A^lltf L/c:x-'ff(D$g[SF^CC^ ^l-X 

[ 0 0 1 1 ] ^ UC. ^ ^ ;l/X-7°P^*^A^^tf 

---!f5;?5m*iiUTi^^ite<D-7'p^'-^ A^r^^ ut^^F 'nct^ 

[0 0 1 2 ] II2CC, — ffitC^J;.a,-1f®^C^§iJ^CC-7°Pi^~' 

40 '/■yA'p^ ^ )\yXyu tP-y M.^^m^WX'f ^ h V 

^Htft'^cb. Ji;3lcD:7°py^A^c|^M^Lri^/cf3. -r 
Ui' F 'Mc»^ ;l'XM^-7°p^'-^A^^S*t^L/c^t" 
J: -or. ^:hiiiJ.^iC^cD'7'P^--5A^^tTb/c:x- 

!f' ^ xt^^>05^^r u ^ ^ . 

[0 0 1 3 ] ^3 0C. Y Jl/X^/P^^'^A^^tTbr ^ 

^ A/j^f^tt ur ^c7)a if OCT i^^xm^ § nri^ ^ -7' 
50 py^A/x Y V 'Mc^rr^M^ur us 9o 



5 

[0 0 14] m'4cc. c<D^orj:^^--^^at^<Dr ^-^ 

-x ffi cfc o r r X i)m± $ tx Jc^x ^ mm - V' 7:)^i?a 
LTteo . •YT> • mm 

^^1. yr 4 jum.'P ^ -5 T > h t^oc htm L fcB^"A 

[0016] 
[0017] 

nm^^^wm^ i cDgii^is t . mries ^ ^ y r > 
V ma^i'-y ^yr-()\yrp^ x (oiti^miucm-yx^^ 

[0 0 18] C.(DUy.f'MC'^6\.^XU. 02(0^1^15 

DCtu<yi''i}\^^W:^mU'hn^. ct-oT. o^-or 
^> ^ ^ ;b %Fsmmc X -ox^wtim^ 6 tx/c >^ ^ > 
^i^iji^u. wmi-mi^cmrc.tij'^x-^^. ^/c ^kd 
uri ^ s ^7 ^ r > h mo y r -f ;KDf?c 

59 . ^ ^ ;l-xS^^cDoJtM4<Z)*> ^ :7 T ;^4i£:f v'X-r 
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[ 0 0 1 9 ] ^ M/T^m?:?^mif$R=&B?WLT^ 
^^k^.ir^fa^rxXiK 

[0 0 2 0 ] 

i i7^.Yr> h 1 o-^^^rxh^z^ {r> h/if-/s'>^x 
[0 0 2 1] 1 w^T> h^>6a:)r ^-fe x 

nm%^i-m%W:mtummi^rm^2> yy a }v^(d 
mx. nm. wm) ^y y a Mcmimk-^tt'^c 

/^'- a > -o r -gfi^ ^ - a >g*Ji#ls 4 1 . 

yy A )h(Om^m^^n^y y -YJL-T^-feX^ISS ch. 

'mmc^m.<r)y y ^ )\y^m^'t ^yy -< Mwmm^ 6 

t . fi^i^fm^s 3 mwi^i^xi. ^:i>^^ AT^^Vf^^y 

X r A^'il^ic^f g-r 7 5 m^tS ^ ti 

— 'p'y -iri^v \ ou. ^^-^m^ch^yy A 

1 1 <7)f L v+^ - / 2 r ^ x m^'^^ n ai-r ^ 

( 1 ) -iriy V (ommy'vi ^'^.u 1 1 t^yy 4)V^ 
X^*^^^3ifi'^P^ 1 2 Ocex.^. 

( 2 ) c (Dm>K^mm^fcmRmmm$. i zu. ^ ^ 

40 ( 3 ) +J -/A' 1 C(O^^^S*g:ft^ia2 

[0 0 2 2 ] ( 4 ) ^^- iy B >'Sil^lS,4 t^. tl 

fey y A )i'^(Dy y -( )it^'rxt^cmm^tixi.^^:^^m^ 
feu. m*ii^nri^=^j:^-tntf. y y ■< )i'm^^f^^ 

[0 0 2 3 ] {b) JK^c^ 7i^v>=r^mmm^Au. 

50 gjfjiJcDr ^•fe::<5^)^pj#g:^>il-<. •^a)T^'-i2X-m (ii^> 



mo. wx. mi mm) ^'^-m^^. tj::^. n^-^:^ 

[0024] (6) ^eOC, 3 >WiM^IS4^^. 

m'mbfcT i^-\^^]fm. yr^)l^. ^^^y -ir^^ v^^^ 

[0 0 2 5] ( 7 ) -7 T Y ;UT ^-fe 5 Vl. S2;R$ 

n/c -7 T Y ;br -fe X ^ -7 T Mm^^f^ 6 f^cD -7 T 

*^ff ^IS 2 . ^>ttitfr^f^ 1 2 ^gSi r 7°ci 
=7 A 1 1 ^ce^en^. 

[0 0 2 6 ] ( 8 ) Fi^ L/cT ^ X^^. V r 

[0 0 2 7 ] ( 9 ) nmmmm^ i m^mm^^m^ s (d 

zyX -r A^il^^C^ST-^ # -f T > h ^ ^"'-^ A 

fey 7 A ;^cD^^^-e7 ^ >;^y^--'^ a >^il#fS4 CCf^x 
[0 0 2 8 ] ( 1 0) v^^^^>^H^>g^l^PS4t'^. 4>^^-^ 

[0 0 2 9 ] CCr:\ mmy'Vlif'yM. 1 1 ;UX(C 

mt^m-^^m^^. mm y^'fy^^^m^i't^t^ ^ 

)Vy.y'u^'yj^t>mh^\i^i-^, ^ a )\^7sy'u^z^ Mt^- 
^-x: y r ^ )\^^tr!p^ X mw\ ^ u r T ^ i2 xg* 

[0 0 3 0 ] '^-^^1 mxi'^t. ctib(Dm^-^m^^m 
5 -rr> h:S^^^'->^3>^JM^f54ocex^. ^^'-t^ 

A. Mif. SM) ^'^'m-h (1I3#M) . ^6ic, r 
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a ymm^fSA . w^.^mms. 2 . mmmw^m. 1 2 
^lSLri£;ffl-7'u 1 locex^. Jc^r, 
T > h tJ)^ 6 o r -fe X g*(D;i?iiiim^c u . m 4 cc J: 
^iC. ^r Y.'t'A. B, c{t^ti-^^n^^-t^-r^ a, , 

z , OC^t)^. U:^)^^. ^^•-'>^3>ai , bt , c 

, oy r ^ )\yi>mm,^m^hri'r(^cm-?r:i.>^(Dv. ^ 

10 [0 0 3 1 ] tfc. ^^^-^7^>l^il^g4&^. -^R^L/c 

^l^sccfex.^. f2<#{^l#^S3tJ:. cn$rcc(mL 
(Dmn^Mm-r^. j:or. Yr>h 1 ooc:}oH^t^ 
^-fT> h 1 occoi^Tto^T ^ )iiimm%(D'mmm 
[0 0 3 2 ] nmmnmRi uccoimmi^comm^n 

(^cnmU. O ^ ;l/Xl?:aOpItm^^TT ^^■fe,X/^^^ -" 
20 "^iM^i^^mm^^o feu. ^^•fex^^*^->7^?5 

fiim^n^ r;^'X^^cD^^^7^^^3D-5it'^^^c^^. vxr a 

^hT'j^^m^ ^ ^ x^^T-< t Y T> h i ur 
Yr>h 1 0. ^S-r-<^VT Y;biLrP (Pta: 

B, C/iJ^v'X'r Ag-fl#-.g$E$nS„ v-XxA^il^ 

30 PK. yr ^JlP, A, B, Crt©^ /UX^I^S-r 

c oi^s^^ V X j.'mm^ummm$Rm^ 1 ^cxtj 
^ o fl? WSIg^lS 7 . ^ Y ;L' X mm U r I ^ /cil^- 

X^-^-i^B 4 f^x . T^:£^^^:g: / ^ ^ >^ 3 > ^ 

J: or. C.CDfiIri^-7 T -Y^L'P, A, B, C 
cDrrL'l^^^'->^3>HP^. -7 T ;^Pc^)p, . 7r-r;b 
A, B, CCDa, . b, . c, ^^^tl-eniim^ ^ 

40 

[0 0 3 3 ] J'cC^\ cn^CD'i? ^ ;l/XiC?ffi^b/c7S-^>? 

^ tl/c7 T ^ D ^^^Sf ^ ct, 9 v' X T- Agil^^C $ 
e>CC®fKr^o t:<DS-X^rAgS^i©^ ^ JbXl^^CD 

50 <u^^xm^hn^. 
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[0 0 3 4 ] A^c. m^or ^ ^ ::^.m'tMr:mmtu 
m^imi^o J: -or. mi(Dm^x^i:>^j ^ }i7.mm^w 
T -fe X ti ^ ^ < o ri ^ j^cc I ^ CD T\ mAom-^xh W 

tJr L r ^ ^ X <Dm^ti^± ^ < \ui)^ ^ ~mc iy X r A^il 
^^cm^^-t h(OX . ^ -i )V7.^x. yt/ts^X^ -Y )vy.:^^ 

u& orxi^ct 'pmm^^RA.x i^^mm^ mmr ^ ^ 

[0 0 3 5] m^mmm^. i 2 tm:>^^mm^2kt. ^ 
^ Y T > F - ^ ^' V X T A mM<omfimMx h h o 

UN I XCD^'y -{Tly h /'t^- ^^'^-7 r Y ^Uv-Xr A N 
FS^WtCc^^i, m>mm^$^l 2UNF S^'y -ir 
>h t^<Dmmy'Viif^l. iXDR, RPC, UDP, 

mmy'u^'^At^cm^L. -^(Ditm^tTcpyi p(Dm 

mitmM ( I A B : I n t e r n e t A c t i v i t 30 
e s Board) /iJ^^R F C i LrSfg^n-Cl^^. 

J: -o r . mm^^c i o T &^ a flj r 3d ^ (Dx c Hii).±m^ 
m^tccximmr^. 

[0 0 3 6 ] -7 r 6 y X ^ . 

^iLm^^mrj:i:>(ox^^. -fmm. m^vT^x^m 

[ 0 0 3 7 ] -7 T -Y^l/T^^-feX^g B^^. y 7-^)1'^ 

•eoxr ^ )i^m^m<Lm:^^^. r^^-^y^m^^cM-^x 

yr >()\^(Dm^\^h/m^iK^^'i'jo^(OXh^^. UN 

I x^m^^t^t. y r Y^bs-x-f A7;?5t:n^ctl^U, 

^mm\fScM. rUN I X:t/- ?oK7)i^it : P<iT\^M. 
Maurice J B a c h Cci?K-<e>nr C^^, 
[0 0 3 8 ] ^^->> B >mM^mAU. y r ^ )V^<D^ 

w^mx. mm. w.m) ^'^y r ^ Mm^m^p^coy r 

^^^^->>Bym^^x-y^Mt. 117^c^Tci:9Cc. y so 
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f)^hWM^^riX^6^3 . a^+^T^j^eSx.^-? T ^)l(Dyr 

M ''^Un LXl^^. ^i'-i:^3>y ^ - F cd-~#:3e<D 
yy Y^F^:^^'boi^'it^^^'-va>^;gn>^L'. 4> o i 
^^7i)^:^rr©^^->^3>=l:.^R*'r5. ^/c. (dele 
ted) mm^tlfcCt^MMr^. cfcoT. 117 

^dor D E F -7 T Y Mmmr^tix^-^^ct^mty-t. 

ccDf- - y")l-^ -5 /c / ^' gil^g 4 CD® [B§ y u 

[0 0 3 9 ] ■r?^.^^^. /^'->^H>^il^fS4^^. t 
r\ m'M^tlfcy r A )V^<Oy r Ol't^fX^cmm'^ tl 
XX^^^tm^h (Xr-7~7*S1). ^U. l^ilfi^txTt^ 

mftikt. y r Y;Hf J^l^6 ^c?¥StT6/0^^-7 T Y ;L' 
Lxm^^fh i^^y-^y'sz) . ;j^cc. /s-.->?a>=tii 

;b r ^ X ® ij<0 T ^ -fe X pItl5^):^ll-< . ^ CD T ^7 -te 

xm^ (i^^mu. »A. Mrr. iiM) (x 

[0 04 0] ^6tC, ^^'->^a>^Il^pS4t^. Fi^U 

f:>Ui^X ^ . v^'-i7 H >^f^^ :7 T ^ )i^m:M^c^^x y 
T Y;br ^^x^l^s^cex.^ (XT- ^r^-ss) . mx, 

kt. T^-feXJf^^j7D5#McD«^CC^^. lll7(D-r--7';KD 
^ Y -"^b F/J^^it-^^n. :^^>affllJCD^if<D/-<->^a - 

xyr 4 MmmR.B ^cwm^ ti^ t^(^c. ^(o^^-t^ 

( X -r ■7" S 7 ) . r i7 i2 x?FJM:;0^iiJF^CDlt ^CC "7 
Y FCDMt^mc (deleted) ;^»^»^iA^n^ 

(x:r ^> ^'s 8 ) . T ^^xmPMwmcom^i^at. if 

blv/^^^i7H>g(D"7 T ^ ^bvOM'F^^^n. ^n5i)^VT Y 
^FfSf#~^ 6 ^c^§i $ n ^ <h ft . U I ^ - H 
/;5:7 ^-JL-FcDS^S^i^cS^-iA^ni) (Xr->7S 
9) . :^j:4b\ ^ JL-X^^^CDlSm. ^&^^T<^^Cy"j:o/c 

[0 04 1] ismsf^^ia 3 \t. 3 >i^ii^f.g 5 

•o'c^T. ^^ Yr>hP^TiXT Y;FFalcDftS#M^4:f'^iS 
M^T^. fS#PfS;^f^f#t-^ffiSll§f^x--7^;b(;t. H 
9ic^t"J:^^c, Si^^ Yr> hS^cff-feU. ^tY^F 

Ti^^rxjfmi. ^^^y^y^-JiF^^hmfi^^nx 
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t *^t£;-r ^ r ^ -te x mumim ^ tx ^ ( ,x -r > s 1 

fey r A ^l/OMITr, WKt'*r- y^M'C'§''X:li'Ch^i^^'^t'^ lO 

^^tiJM^n (x^^7 7°si 3) . ui±r^m^^c\t. ^ 
•yAr>Y^x:m'=^^tifc.^-y'Mc. y r ^)i^tr 
'J k X mw^^^mn ^ n ^ i ft . x t- ^.y ys i s r m-^ 

(XT -7*S 1 4) . fj?t/P^$R^m7 &^^^cD4-o^Mil 

( 1 ) it<mmm^.3(Dmm^'^(^cnmL. ^^(^cj^.t^t 

- > A : ^ ;l/Xttjf^(Dn7M4^iT^t'T ^-fex 20 
a. ^'^±W-r:^^m^hMcmm.U±.(Dy r ^ 

mi^'^jtrnm i^c-Ec^nimii^^^^ r ^ -fe x /^* ^ - > 

a . 1 o(D ^ ^ T > F X'WM(0 yy^ )h^'Wi)^^^'m. 
mcM^^M.^^^. 30 
b , 1 -XO^m^tifcy 7 Y )\^X:WM(DmMi^^l^^'^^::> 

[0 04 3 ] ^N*:^"->Ac7)it^^ct. T ^'-kX^^'^->P^ 

-tex/^*$f->7;)5^m^n/c^-:7 T> h. x^^r^^^^x 4o 

(3) l^XrA^Il^g/J^lf-^/c^ -r;UX>f^Sco*S:^$cS 
[0 04 4] (4) zy:^TAmE^m-l^tcO^)l''Mk 
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S^O^ii^^^^'cC -7 T ^t--^ ^ -5 ^ T > h ^^.^ U X r Al^ll 

ho 

[0 0 4 5] U:^o. C<DWMMX^t. ^ ^ )iy.(^CpJ<i^kL 

tc p J mfil ^^.mr^mmtmmbxi.yfcm^icfc(^cmr 
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